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| ∃X . φ | ∀X . φφ := ∃π ∈ X . φ | ∀π ∈ X . φ

ψ := aπ | ¬ψ | ψ ∧ ψ | ψ | ψ ψu

Second-order logic 
for the specification of  
Hyperproperties



Hyperproperties 

7Hyperproperties. Clarkson and Schneider (CSF 2008)

Information-flow RobustnessKnowledge Fairness



ψ := aπ | ¬ψ | ψ ∧ ψ | ψ | ψ ψu

HyperLTL
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φ := ∃π . φ | ∀π . φ
trace variable

Temporal Logics for Hyperproperties. Clarkson, Finkbeiner, Koleini, Micinski, Rabe, and Sánchez. (POST 2014). 
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Trace property 
(LTL)
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Hyperproperty

HyperLTL
ψ := aπ | ¬ψ | ψ ∧ ψ | ψ | ψ ψu

φ := ∃π . φ | ∀π . φ

□ ((nsπ ↔ nsπ′ ) ∧ (sπ ↔ sπ′ ))

∃π ∀π′ . (π ≡ π′ ) → ◊(rπ ∧ rπ′ 
)

eventually knows r ?
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eventually knows r ?

Hyperproperty

eventually know r ?
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Hyperproperty

eventually know r ?
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second-order 
quantification

 common knowledge 
 

everybody knows  

φ
↔

( )ω φ
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second-order 
quantification

 common knowledge 
 

everybody knows  

φ
↔

( )ω φ

Asynchronous 
HyperpropertiesTrace theory
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trace-set variable

| ∃X . φ | ∀X . φφ := ∃π ∈ X . φ | ∀π ∈ X . φ

ψ := aπ | ¬ψ | ψ ∧ ψ | ψ | ψ ψu

 — system traces 
 — 

𝒢
𝒰 Σω



Hyper²LTL
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∃π . ∃X . π ∈ X ∧

∀π′ ∈ X . ◊rπ′ 

eventually common 
knowledge       r ?

| ∃X . φ | ∀X . φφ := ∃π ∈ X . φ | ∀π ∈ X . φ

ψ := aπ | ¬ψ | ψ ∧ ψ | ψ | ψ ψu

∀π ∈ X . ∀π′ ∈ 𝒢 . (π ≡ π′ ∨ π ≡ π′ ) → π′ ∈ X
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| ∃X . φ | ∀X . φφ := ∃π ∈ X . φ | ∀π ∈ X . φ

ψ := aπ | ¬ψ | ψ ∧ ψ | ψ | ψ ψu

Common knowledgeAsynchronous 
HyperpropertiesTrace theory

Model Checking 
Undecidable

Approximations?
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∃π . ∃X . π ∈ X ∧

∀π′ ∈ X . ◊rπ′ 

eventually common 
knowledge       r ?

∀π ∈ X . ∀π′ ∈ 𝒢 . (π ≡ π′ ∨ π ≡ π′ ) → π′ ∈ X

Unique Fixpoints

Asynchronous 
Hyperproperties

Trace theory
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Unique Fixpoints

A1 A2 Ak× × ⋯ ⊧ ψ

HyperLTL model 
checking

×

Algorithms for Model Checking HyperLTL and HyperCTL*. Finkbeiner, Rabe, Sánchez (CAV 2015)

φ = ∃π1 . X1 . ∀π2 ∈ X1 . … . Xk . ∃πk+1 ∈ Xk . ψ

Automaton A1
Automaton Ak
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φ = ∃π1 . X1 . ∀π2 ∈ X1 . … . Xk . ∃πk+1 ∈ Xk . ψ

Unique Fixpoints

A∀
kA∀

2A∀
1

A1 A2 Ak

× ×× ⋯ ⊧ ψ
A∃

1 A∃
2 A∃

k
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φ = ∃π1 . X1 . ∀π2 ∈ X1 . … . Xk . ∃πk+1 ∈ Xk . ψ

Unique Fixpoints

A∀
kA∀

2A∀
1

A2 Ak

× ×× ⋯ ⊧ ψ
A∃

1 A∃
2 A∃

k

A1
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A2 Ak

× ×× ⋯ ⊧ ψ
A∃

1 A∃
2 A∃

k

HyperLTL model 
checking

Algorithms for Model Checking HyperLTL and HyperCTL*. Finkbeiner, Rabe, Sánchez (CAV 2015)

A1

compute approximations

Model Checking Hyper²LTL
Unique Fixpoints
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A2 Ak

× ×× ⋯ ⊧ ψ
A∃

1 A∃
2 A∃

k

HyperLTL model 
checking

V done!

Algorithms for Model Checking HyperLTL and HyperCTL*. Finkbeiner, Rabe, Sánchez (CAV 2015)

A1

compute approximations

Model Checking Hyper²LTL
Unique Fixpoints
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A2 Ak

× ×× ⋯
A∃

1 A∃
2 A∃

k

X refine

compute second approximations

A1

Model Checking Hyper²LTL
Unique Fixpoints

compute approximations

⊧ ¬ψ
⊧ ψ



Implementation
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Common Knowledge

Asynchronous Hyperproperties

Automata  
learning Iteration 

A2

A∃
2

A∀
1

A1

Mazurkiewicz Traces 



Trace Theory

Common 
 Knowledge

Asynchronous 
Hyperproperties

Generic reasoning  
and algorithms

Thank you!


