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The New Structure

5 Domains

* 15 Principles
e 52 Standards

- Requirements
- Considerations for Implementation

- Examples of Evidence of Internal Audit
Standards™
Conformance
Additional features:
e Fundamentals
e Glossary

e Applying the Global Internal Audit Standards
in the Public Sector
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Presenter
Presentation Notes
The Global Internal Audit Standards contain:

5 Domains, depicted in the graphic shown here – we’ll take a closer look at those in just a moment.
15 Principles, which are broad descriptions of a related group of requirements and considerations. 
52 Standards. Each standard contains:
Requirements – mandatory practices for internal auditing – recognized by the use of “must” in the statements.
Considerations for Implementation – common and preferred practices to consider when implementing the requirements; the statements in these sections use the terms “should” or “may.”
Examples of Evidence of Conformance – examples to demonstrate that the requirements have been implemented. The examples are not meant to be requirements or exhaustive.

Additional features include:
The Fundamentals section, an introductory section that describes the structure, applicability, and how to use the Standards, as well as an overview of the standard-setting process and description of the connection between internal auditing and the public interest.
The Glossary, which provides definitions of key terms used throughout the Standards. The Standards use certain terms in very specific, internal-audit-centered ways that correspond to their definition in the Glossary. 
A special section -- “Applying the Global Internal Audit Standards in the Public Sector,” which follows Domain V: Performing Internal Audit Services, and describes strategies for conformance amid the circumstances and conditions unique to internal auditing in the public sector.
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e Global Internal Audit Standards & |IA

5 Domains, 15 Principles

Domain I: Purpose of Internal Auditing

I1. Ethics and Professionalism

1. Demonstrate 2. Maintain 3. Demonstrate 4. Exercise Due 5. Maintain o
Integrity Objectivity Competency Professional Care Confidentiality

I11. Governing the Internal IV. Managing the Internal Audit V. Performing Internal Audit
Audit Function Function Services

: 9. Plan Strategicall 13. Plan Engagements
6. Authorized by the Board LGl Efectively

10. Manage Resources
7. Positioned Independently 14. Conduct Engagement Work

11. Communicate Effectively 15. Communicate Engagement

8. Overseen by the Board _ - - .
y 12. Enhance Quality g%rr\]célusmns and Monitor Action

D*'S"NTN NTYVIN 2024


Presenter
Presentation Notes
This slide shows the 5 Domains along with 15 Principles within Domains 2-5.
The Core Principles are no longer separate but are integrated into the Standards

[Read domain names at least, & summarize the concepts of each, perhaps highlight a few principles]
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Appropriate governance arrangements are essential to enable the internal audit function to be effective. This domain outlines the
requirements for chief audit executives to work closely with the board to establish the internal audit function, position it independently, and
oversee its performance. This domain also outlines senior management’s responsibilities that support the board’s responsibilities and
promote strong governance of the internal audit function.

While the chief audit executive is responsible for the requirements in this domain, activities of the board and senior management are
essential to the internal audit function’s ability to fulfill the Purpose of Internal Auditing. These activities are identified as “essential
conditions” in each standard and establish a necessary foundation for an effective dialogue between the board, senior management, and the
chief audit executive, ultimately enabling an effective internal audit function.
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Meeting wqth the Board and Senior Management

The chief audit executive discuss this domain with the board and senior management. The
discussions should focus on:
PURPOSE
- The Purpose of Internal Auditing as articulated in Domain I: Purpose of Internal Auditing.
+ The essential conditions outlined under each of the standards in Domain 1l Governing the Internal
Audit Function.

- The potential impact on the effectiveness of the internal audit function if the board or senior
management does not provide the support outlined in the essential conditions.

The discussions are needed to inform the board and senior management about the importance of the
essential conditions and to gain alignment among their respective responsibilities.

The nature and frequency of these discussions depend on the circumstances and changes in the

organization. For example, the chief audit executive should discuss these essential conditions with the
board and senior management if;

NO SUPPORT

- The Standards change significantly or a new internal audit function is created.
- The chief audit executive is new to the role or organization.

+ There are significant changes in the relationship between the board and the chief audit executive,
such as a new chairperson to whom the chief audit executive reports or a change in the structure or
composition of the board that affects this reporting relationship.

= There are significant changes in the structure or composition of senior management that affect the
chief audit executive’'s positioning within the organization.

D*S"NTN NTVIN | 2024 "
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Preparing to Conform with the
New Requirements of the
Global Internal Audit Standards

\. The Institute of

- Internal Auditors

Source: IIA I
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Standard 6.1 Internal Audit Mandate

q0Y'¥N YN

Requirements L0TINN 91
The chief audit executive must provide the board and senior management with the information nmip'an 'op':n
necessary to establish the internal audit mandate. In those jurisdictions and industries where the (2'xjpn)
internal audit function's mandate is prescribed whaolly or partially in laws or regulations, the o'nN'Y/NIMNI

internal audit charter must include the legal requirements of the mandate_(See also Standard 6.2
Internal Audit Charter and “Applying the Global Internal Audit Standards in the Public Sector”)

To help the board and senior management determine the scope and types of internal audit services,
the chief audit executive must coordinate with other internal and external assurance providers to
gain an understanding of each other's roles and responsibilities. (See also Standard 9.5 Coordination
and Reliance )

The chief audit executive must document or reference the mandate in the internal audit charter,
which is approved by the board. (See also Standard 6.2 Internal Audit Charter.)

Periodically, the chief audit executive must assess whether changes in circumstances justify a
discussion with the board and senior management about the internal audit mandate. If so, the
chief audit executive must discuss the internal audit mandate with the board and senior
management to assess whether the authority, role, and responsibilities continue to enable the
internal audit function to achieve its strategy and accomplish its objectives.

Essential Conditions
Board

» Discuss with the chief audit executive and senior management the appropriate authority,
role, and responsibilities of the internal audit function.

- Approve the internal audit charter, which includes the internal audit mandate and the
scope and types of internal audit services.

Senior Management

- Participate in discussions with the board and chief audit executive and provide input
on expectations for the internal audit function that the board should consider when
establishing the internal audit mandate.

- Support the internal audit mandate throughout the organization and promote the .
authority granted to the internal audit function. D*S"'NTN 111y1n I 2024 mm
14
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Standard 6.2 Internal Audit Charter

Requirements

The chief audit executive must develop and maintain an internal audit charter that specifies, at a "
minimum, the internal audit function’s: 9 12N Nun
+ Purpose of Internal Auditing.
« Commitment to adhering to the Global Internal Audit Standards.

+ Mandate, including scope and types of services to be provided, and the board's
responsibilities and expectations regarding management's support of the internal audit
function. (See also Standard 61 Internal Audit Mandate.)

+ Organizational position and reporting relationships. (See also Standard 7.1 Organizational
Independence.)

DIPNA NT'NAY

The chief audit executive must discuss the proposed charter with the board and senior
management to confirm that it accurately reflects their understanding and expectations of

the internal audit function. oO'NnN'vy ,Dlpo ,UT])’J

Essential Conditions
Board

+ Discuss with the chief audit executive and senior management other topics that should
be included in the internal audit charter to enable an effective internal audit function.

« Approve the internal audit charter.

12NN N1AN2 DIZ'n

+ Review the internal audit charter with the chief audit executive to consider changes
affecting the organization, such as the employment of a new chief audit executive or
changes in the type, severity, and interdependencies of risks to the organization.

Senior Management

+ Communicate with the board and chief audit executive about management’s
g N
expectations that should be considered for inclusion in the internal audit charter. DS NTA NTVIN I 2024™m 5
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Other topics for consideration in the internal audit charter include: mmm NI7N 'KINOPMAIR 7Y DT9N

- Safeguards to objectivity and independence, including processes for addressing potential impairments,

and the frequency with which those safeguards are re-evaluated to ensure they are achieving the . : . . . . o
desired result. (See also Standard 71 Organizational Independence.) 1A [EPRIRTES SR ] e Fallinbiey U Al Jasabal

« Unrestricted access, including how the internal audit function accesses the data, records, information,
personnel, and physical properties necessary to fulfill the internal audit mandate.

Em YN N7 Nnd D
- Communications, including the nature and timing of communicating with the board and senior

management.

« Audit process, including any expectations regarding communications with management in the area —
under review (before, during, and after an engagement) and how disagreements with management
are handled.

+ Quality assurance and improvement, including expectations for developing and conducting internal mm NOIZ'2AN NID'R NNLAN

and external assessments of the internal audit function and communicating the results of the
assessments. (See also Standards 8.3 Quality and 8.4 External Quality Assessment, and Principle 12
Enhance Quality and its standards.)

- Approvals, including any circumstances specified by the board and senior management.

DS"NTN NTVIN | 2024
16
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Standard 6.3 Board and Senior Management Support

: 107'¥N IYN
Requirements

,0Tann 770
The chief audit executive must provide the board and senior management with the information nmip'an 'sp'n
needed to support and promote recognition of the internal audit function throughout (@Y%)
the organization. D'NN'YU/MNIMNI

The chief audit executive must coordinate the internal audit function’s board communications
with senior management to support the board’s ability to fulfill its requirements.

Essential Conditions

Board 9 71¥9Y
N1'PAN N7NInn

+ Champion the internal audit function to enable it to fulfill the Purpose of Internal Auditing AW NaIvY

and pursue its strategy and objectives.
- Work with senior management to enable the internal audit function's unrestricted access

to the data, records, information, personnel, and physical properties necessary to fulfill the
internal audit mandate.

+ Support the chief audit executive through regular, direct communications.
+ Demonstrate support by:

- Specifying that the chief audit executive reports to a level within the organization that
allows the internal audit function to fulfill the internal audit mandate.

Approving the internal audit charter, internal audit plan, budget, and resource plan.

- Making appropriate inquiries of senior management and the chief audit executive to
determine whether any restrictions on the internal audit function’s scope, access,
authority, or resources limit the function’s ability to carry out its responsibilities effectively.

- Meeting periodically with the chief audit executive in sessions without senior
management present

Senior Management

, 01N ,NN'N
“T21 0'0M

+ Support recognition of the internal audit function throughout the organization.

+ Work with the board and management throughout the organization to enable the internal

audit function’s unrestricted access to the data, records, information, personnel, and D$"'NTN T'-r vin I 2024

physical properties necessary to fulfill the internal audit mandate. 17
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Standard 7.1 Organizational Independence
— |
Requirements |_ |

The chief audit executive must confirm to the board the organizational independence of the
internal sudit function at least annually. This includes communicating incidents where independence
may have been impaired and the actions or safeguards employed to address the impairment.

NI7N 'X2 VIA9Y7 0'712'Y 1j7ann 7¥ 0'901 DT'7ON a7 [NV TN DY NN'Y

The chief audit executive must document in the internal audit charter the reporting relationships Examples of additional scope of services
and organizational positioning of the internal audit function, as determined by the board. (See performed by |A functions:

also Standard 6.2 Internal Audit Charter) ) ) .
* Financial controls testing to support the

The chief audit executive must discuss with the board and senior management any current or external au:litnr& local regulations or
proposed roles and responsibilities that have the potential to impair the internal audit function’s contractual requirements
independence, either in fact or appearance. The chief sudit executive must advize the board and « SOX program activities (e.g.. SOX testing)

senior managernent of the types of safeguards to manage actual, potential, or perceived impairments. ) )
« Compliance tesiing with apphicable laws and

When the chief audit executive has one or more ongoing roles beyond internal auditing, the regulations andior intemal policies
responsibilities, nature of work, and established safeguards must be documented in the internal . Data validation and tEStI-I'H] fie. S-!.Iilﬂ'lﬂhllhl'
audit charter. If those areas of responsibility are subject to internal auditing, alternative processes repors, Non-GAAP metrics) ’

to obtain assurance must be established, such as contracting with an objective, competent '

external assurance provider that reports independently to the board. « Enterprise Risk Management facilitation

When the chief audit executive's nonaudit responsibilities are temporary, assurance for those * System and Organization Controis (SOC)
areas must be provided by an independent third party during the ternporary assignment and program management support

for the subsequent 12 months. Also, the chief audit executive must establish a plan to transition + Investigations / Fraud risk assessmenis

those responsibilities to management.
« Insurance admmnstration

If the governing structure does not support organizational independence, the chief audit —

executive must document the characteristics of the governing structure limiting independence

and any safeguards that may be employed to achieve this principle. DS$"NTN NTYVIN I 2024
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Standard 7.2 Chief Audit Executive Qualifications

Requirements

The chief audit executive must help the board understand the qualifications and competencies
of a chief audit executive that are necessary to manage the internal audit function. The chief
audit executive facilitates this understanding by providing information and examples of common
and leading qualifications and competencies.

The chief audit executive must maintain and enhance the qualifications and competencies
necessary to fulfill the roles and responsibilities expected by the board. (See also Principle 3
Demonstrate Competency and its standards.)

Essential Conditions
Board

- Review the requirements necessary for the chief audit executive to manage the internal
audit function, as described in Domein IV: Managing the Internal Audit Function.

- Approve the chief audit executive's roles and responsibilities and identify the necessary
qualifications, experience, and competencies to carry out these roles and responsibilities.

« Engage with senior management to appoint a chief audit executive with the qualifications
and competencies necessary to manage the intermal audit function effectively and ensure
the quality performance of internal audit services.

Senior Management
- Engage with the board to determine the chief audit executive's qualifications, experience,
and competencies.

- Enable the appointment, development, and remuneration of the chief audit executive
through the organization's human resources processes.

D*S"NTN NTVIN | 2024 "
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Standard 8.1 Board Interaction

Requirements

The chief audit executive must provide the board with the information needed to conduct
itz oversight responsibilities. This information may be specifically requested by the board or
may be, in the judgment of the chief audit executive, valuable for the board to exercise its
oversight responsibilities.

The chief audit executive must report to the board and senior management:

» The intemnal audit plan and budget and subsequent significant revisions to them. (See also
Standards 6.3 Board and Senior Management Support and 9.4 Internal Audit Plan.)

- Changes potentially affecting the mandate or charter. (See also Standards 6.1 Internal
Audit Mandate and 6.2 Internal Audit Charter)

- Potential impairments to independence. (See also Standard 71 Organizational Independence.)

» Results of internal audit services, including conclusions, themes, assurance, advice,
insights, and monitoring results. (See also Standards 11.3 Communicating Results, 14.5

Engagement Conclusions, and 15.2 Confirming the Implementation of Recommendations
or Action Plans)

- Results from the quality assurance and improvement program. (See also Standards 8.3
Cuslity, 8.4 External Quality Assessment, 121 Internal Quality Assessment, and 12.2
Performance Measurement.)

There may be instances when the chief audit executive disagrees with senior management or
other stakeholders on the scope, findings, or other aspects of an engagement that may affect
the ability of the internal audit function to execute its responsibilities. In such cases, the chief
audit executive must provide the board with the facts and circumstances to allow the board

to consider whether, in its oversight role, it should intervene with senior management: or
other stakeholders.
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Standard 8.2 Resources

Requirements D'aNWUN

The chief audit executive must evaluate whether internal audit resources are sufficient to fulfill D'790n
the internal audit mandate and achieve the internal audit plan. If not, the chief audit executive
must develop a strategy to obtain sufficient resources and inform the board sbout the impact of
insufficient resources and how any resource shortfalls will be addressed.

Essential Conditions AKX AA'W
Board NINSY MYy
- Collaborate with senior management to provide the internal audit function with sufficient ni71' 227
resources to fulfill the internal audit mandate and achieve the internal audit plan. D'axvnli
«» Discuss with the chief audit executive, at least annually, the sufficiency, both in numbers
and capabilities, of internal audit resources to fulfill the internal avdit mandate and 7n 20N ax'
achieve the internal audit plan. NN N7NaNN
- Consider the impact of insufficient resources on the internal audit mandate and plan. 0'2aXYN N110Y

- Engage with senior management and the chief audit executive on remedying the situation D'poon
if the resources are determined to be insufficient.

Senior Management

« Engage with the board to provide the internal audit function with sufficient resources to
fulfill the internal audit mandate and achieve the intermal audit plan.

- Engage with the board and the chief audit executive on any issues of insufficient resources
and how to remedy the situation.

D*S"NTN NTVIN | 2024 "
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Domain Il1:

the Internal Audit Functiorg. ya

Domain lll standards include “essential conditions” for an effective internal audit function.

6. Authorized by the Board

The board establishes, approves,
and supports the mandate of the
internal audit function.

7. Positioned Independently

The board establishes and protects
the internal audit function’s
iIndependence and qualifications.

7.1 Organizational Independence

6.1 Internal Audit Mandate @
@,

6.2 Internal Audit Charter @ 7.2 Chief Audit Executive @

Qualifications

6.3 Board and Senior @
Management Support

8. Overseen by the Board

The board oversees the internal
audit function to ensure the
function’s effectiveness.

8.1 Board Interaction @
8.2 Resources @

8.3 Quality

8.4 External Quality
Assessment

D*$"NTN NTYVIN 2024



Presenter
Presentation Notes
Domain III Overview
Domain III groups together Standards involving the relationship between the chief audit executive (CAE), the board, and senior management in governing the internal audit function. 
Many of these Standards and concepts exist in the 2017 Standards but more direct and clear detail has been added to give some weight to the importance of establishing, supporting, and protecting the mandate (authority, role, and responsibilities), independence, and oversight of the internal audit function.

The Introduction to Domain III explains several concepts necessary for understanding the governance arrangements that enable an effective internal audit function, starting with a required dialog between the chief audit executive, the board, and senior management. 

While the chief audit executive is responsible for the requirements in this domain, appropriate governance arrangements, supported by activities of the board and senior management, are essential to enable the internal audit function to be effective and to fulfill the Purpose of Internal Auditing. 

So Domain III now has not only principles and standards but also essential conditions – call-outs to the board and senior management.

“Essential conditions” along with the requirements for the chief audit executive establish a necessary foundation for an effective internal audit function. 
The essential conditions are intended to encourage and enable:
The board to establish the internal audit function, position it independently, and oversee its performance. 
Senior management to support the board’s intentions and promote strong governance of the internal audit function.
The introduction to Domain III also explains what the CAE may, should, and must do it the board and senior management do not implement one or more essential conditions.

Principle 6 is about the board authorizing the internal audit function through the mandate and providing the necessary support for the mandate to be carried out.
In Standard 6.1 Internal Audit Mandate, the concepts of Authority, Role, and Responsibilities were combined into a single word: mandate. This is a concept that captures the importance of the board’s role in initially authorizing the internal audit function. The mandate is documented in an internal audit charter, �which is described in Standard 6.2 Internal Audit Charter as a formal or codifying document that that includes the mandate, along with detailed specifications about the function and the services it will provide. 
Standard 6.3 Board and Senior Management Support, the CAE must provide the board and senior management with the information needed to support the internal audit function and promote its recognition throughout the organization. �There are several essential conditions, including:
Enabling the function to have unrestricted access to information, personnel, and physical properties.
Having regular, direct communication between the board and the CAE.
Having the board approve the internal audit charter, internal audit plan, budget, and resource plan.

In Principle 7, the board’s role in establishing and protecting the IAF’s independence is made explicit.
Standard 7.1 Organizational Independence Requirements describe the CAE’s responsibilities for documenting reporting relationships and organizational positioning of the internal audit function as well as confirming the internal audit function’s independence at least annually. This standard also describes the requirements for safeguarding independence when the CAE has roles beyond internal auditing. 
Standard 7.1’s essential conditions describe attributes and practices of a direct reporting relationship between the CAE and the board:
Board approval and/or participation in decisions regarding the CAE’s appointment, removal, performance evaluation, and remuneration.
Board providing the CAE with opportunities to discuss significant and sensitive matters, including meetings without senior management present.
Board requiring that the CAE is positioned at a level that enables freedom from interference performing work and provides sufficient authority and status.

In Standard 7.2 Chief Audit Executive Qualifications, the CAE must help the board understand the CAE qualifications and competencies necessary to manage the internal audit function. �Additionally, CAEs must maintain and enhance their own qualifications and competencies to fulfill their roles and responsibilities. 
 Essential conditions include the board approving the CAE’s roles and responsibilities and reviewing the requirements described in Domain IV.


Principle 8 emphasizes the board’s role in oversight of the internal audit function to ensure the function’s effectiveness.
Standard 8.1 Board Interaction requires the chief audit executive to provide the board with the information it needs to conduct its oversight responsibilities. The standard summarizes the CAE’s required reporting to the board and senior management. 
Essential conditions include the board and senior management helping to establish communication criteria and processes for escalating matters of importance. 

Standard 8.2 Resources requires the CAE to evaluate whether internal audit resources are sufficient to fulfill the mandate and achieve the internal audit plan. If not, the CAE must develop a strategy to obtain sufficient resources and inform the board about the impact.

In Standards 8.3 Quality and 8.4 External Assessment of Conformance, the concept of quality is expanded to emphasize that Quality = Conformance + Performance
Standard 8.3 requires the CAE to develop, implement, and maintain a quality assurance and improvement program that covers all aspects of the internal audit function.
 The program includes external and internal assessments. 
The CAE must communicate the results of the program (as is now required). 
The communication must describe the function’s conformance with the Standards and achievement of performance objectives; if applicable, compliance with laws and/or regulations relevant to internal auditing; and if applicable, plans to address the internal audit function’s deficiencies and opportunities for improvement.
Note that the standard about Internal Quality Assessments is in Domain 4, Standard 12.1.

Standard 8.4 requires the CAE to develop a plan for the external quality assessment and discuss the plan with the board. 
The external quality assessment must be performed at least once every five years by a qualified, independent assessor. 
The requirement may be met through a self-assessment with independent validation.
The only required qualification is that at least 1 member of the team must hold an active Certified Internal Auditor credential. Other qualifications are recommended in the Considerations section but are not required.
The Considerations contain helpful details about how to fulfill the requirement.
Essential conditions describe the importance of the board’s review of the CAE’s plan for the external assessment as well as the board’s receipt of the results of the EQA directly from the assessor and for overseeing external quality assessments and ensuring they take place. Senior management should also review the EQA results and related action plans.




 Topical Requirements -

Topical * Required when auditing an identified topic.
Requirements * Cover aspects of governance, risk management, and control processes.
Defined e Also includes considerations.
* In development.
TOpiCS * Cybersecurity

e Sustainability: Environmental, Social & Governance [ESG]
* Third-party Management

* Information Technology Governance [ITG]

e Assessing Organizational Governance

* Fraud Risk Management

* Privacy Risk Management

* Public Sector: Performance Audits

(N J
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Presenter
Presentation Notes
Topical Requirements (defined): Assists an internal audit function - large or small, private, or public - to understand the significant objectives, risks, and controls for a particular topic and ensures that a consistent audit methodology has been followed.​

Topical Requirements would cover governance, risk management, and control processes over specific audit areas or activities.

The purpose of Topical Requirements:
 Enhance consistency and quality of internal audit services.​
 Strengthen the ongoing relevance of internal audit assurance to the evolving risk landscape. 

Timeline:
Topical Requirements will be under Development – 2023 – 2024 (thru Q1/Q2)
Topical Requirements will be open for Public Comment (TBD) – 2024 (late Q2 thru Q3)
Topical Requirements will be published (TBD) – late 2024
12 months after they are published, the Topical Requirements become effective.


Cybersecurity
Sustainability: Environmental, Social & Governance 
Third-party Management 
Information Technology Governance
Assessing Organizational Governance
Fraud Risk Management
Privacy Risk Management
Public Sector: Performance Audits
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